Yro Takoe Cetb HEMPOCC, ysen HEMPOCC?
Cetb HEMPOCC

HEMPOCC — 3To KOMMMEKC NPOrpaMMHbIX 1 TEXHUHECKUX CPEeACTB ANA pelleHns 3aaad
obecneyeHnsa dursmnyeckor 6e3onacHoOCTN NOON CNOXHOCTM N MacliTaba.
OTnnumTensHol ocoberHocTbio HEMPOCC siBnsieTcst nonHas nHteponepabenbHoCTb
(cnocobHocTb kK coBMeCTHOM paboTte) Bcero obopyagoBaHus un nporpamm 6e3
HeobXoaMMOCTU UX JONOMNHUTENbLHO HTerpaumn. Bee npoayktel HEMPOCC «u3
KOpOoOKM» hopMUpPYOT eAnHOE MHGPOPMaLMOHHOE NPOCTPaAHCTBO 6e30nacHOCTH:
0OMeHnBalOTCS COOLITUIHOM MHOPMALMEN, CUHXPOHUIUPYIOT OAHHbIE U
KOOMepupyTca AN BbINOSTHEHUSA KOMMMEKCHbIX 3a4a4 N0 aBToMaTnsaunm.

Cpeactsa HEMPOCC B3anmopneiicTByoT Apyr ¢ ApyromM ro IP. Kaxaplii KoHTponnep,
Buaeopeructpatop unu cepsep B HEMPOCC sensietcs IP-y3nom. Yansl HEMPOCC B
oaHow IP-ceTn cnocobHbl aBTOMaTUYECKN OBHapyXmBaTb Apyr Apyra n obMmeHnBaTbCs
nHdopmauuen 6e3 HeobxoaNMOCTU UX PYHHON UHTEerpaumn. [Ins aToro ncnonb3yeTcs
CTEK COBPEMEHHbIX |IP-NpOTOKONOB — Kak CTaH4apPTU3NPOBaAHHbLIX OTKPLITbIX, TaK U
NPOTOKOSI0B COBCTBEHHOM pa3paboTku.

MpuGopsl BOPEV, HEMPOCC-KMS, BUK, MTK, cepsepsi Mnatcopma HEMPOCC,
Mnatdopma ITRIUM, MAK UHTerpaums obpasytot cetb HEMPOCC 1 npeaHasHaveHbl
Ans NOCTPOEHUSI MHTErpMpoBaHHou cuctembl 6esonacHoct HEMPOCC.

YcTpoiicTBo, Bxoasilee B ceTb HEMPOCC HasbiBaeTcs yanom cet HEMPOCC vnu
y3rnom HEMPOCC. Kaxapiit ysen HEMPOCC conepxuT B cebe Bce Heobxoaumble Ans
NCNONb30BaHMA NO Ha3HaYeHN0 CPeaCTBa U pecypchbl: NporpaMmHoe obecneveHme
OXPaHHOW CUrHanuaaumm, ynpaBneHus 4OCTYNOM, MOHUTOPWUHIa, NOKasnbHbIX 1
rnobanbHbIX KOMMYHUKaLMA, — MHTepdenc ana padoTbl C HUMM HAXOAATCA «Ha BOpTy»
Kakgoro yana.

Mpotokon HEMPOCC

Bsaumopeiictaue y3nos B cetn HEMPOCC ocyuwectanseTcs no npotokony HEMPOCC,
KOTOpbIn ocHoBaH Ha cneundukaymax ONVIF n pacwmnpsaet nx. O6HapyxeHne y3nos,
0OMeH CcOBbITUAMM U CUHXPOHM3ALUSA PECYPCOB MEXAY Y3namMu B CETU OCYLLEeCTBASETCS
aBTOMaTM4yecku no npotokony multicast B gpopme naketos naselleHnn. MynestueellaHme
(multicast/MmynbTUKacT) — 3TO TUMN CETEBOro B3aMOAENCTBUS, NPU KOTOPOM MaKeThbl
HanpaBnATCA B pasfnuyHble MyNbTUKACT-rPynnbl — 1 BCE NOLMUCHUKM Fpynnbl
nosiyyaroT Takme naketbl. MynbTuBeLLaHne ABNsieTcss OCHOBHOW cpenon ans obmeHa
nHdopmauweli B cetn HEMPOCC. Mpu HeobxoanMocTh oTkasa oT MynbTUBELLLAHUS,
Y3Ibl «CBA3bIBAIOTCS» BPYYHYIO 1 OOMEH COBbITUAMM OCYLLECTBNAETCH B paMKax «peer-
to-peer»-coeguHeHun.

MpeHTndukaumua B cetm
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Kaxabin ysen B cet HEMPOCC obnagaet yHukaribHbIM UaeHTUGUKaTopoM B opme
UUID. aHHbIn naeHTUmnkaTtop aBToMaTu4eCckn reHepupyeTcs npu nepBoM 3anycke u
BNocneacTBuMn He MeHsieTca. 1o Hemy y3nbl AEHTUOUUUPYIOT ApYr Apyra BHE
3aBMCUMMOCTW OT 3Ha4YeHus IP-agpeca y3na n 4enoBekoyMTaeMoro umeHu. Npu
aBTOMaTU4YeCKOM OBHapyXeHUN y3ra Unun «CBs3bIBaHUM» BPYYHYIO, OH nepegaéT
cTtapToBbli nakeT, cogepxawwmin UUID yana, ero cetesble napameTpsbl (IPv4 n nopt, URL
), CMMCOK AOMEHOB 1 METOK, MOAESb, BEPCUIO 1 Ha3BaHue y3na. lNocne nonyyeHus
CTapTOBOro NakeTa, OCyLLEeCTBNSETCS 3anpoc 6bonee nonHon nHgopmarmm ob ysne, ero
BO3MOXHOCTSIX U NpeaocTaBnsiemMbix cepBucax. [Ans oxpaHbl cetn oT ctopoHHnX ONVIF-
3anpocoB NpeaycMOTPEH MEXaHW3M 3aLMTbl CETEBOro B3auMOLENCTBUA.

NomeH HEMPOCC

Baanmopgencteme y3noB U CUHXPOHM3ALMNA PECYPCOB OCYLLECTBNAETCS TONbKO MeXay
0oOHapy>XeHHbIMW y3ramu, NpMHaanexawmmm ogHoMy JOMeHRY. [Ans CHMKEHUs CETEBOro
TpadvKa 1 Harpy3kun Ha y3nbl NpY CUHXPOHU3AL MU AaHHbIX «BCEX-CO-BCEMUY
uenecoobpasHo pacnpegensaTb y3roB rno pasHbiM JOMeHaM, a Hanbonee
NpPoOn3BOAMTENbHbIE Y3Ibl BKNOYaTb BO BCE JOMEHbI [UTO Takoe AOMEH M MNOYeMY Ha HUX
Hago Aenutb cuctemMy? CKOMbKO JOMKHO BbITb AOMeHOB? CKOMbKO Y3/0B B JOMEHE?].

CHHXpOHUK3aLuA

Bce coBbITUS M A@aHHbIE CUHXPOHU3MPYIOTCS Mexay yanamm HEMPOCC asTomaTuyecku
npuv ycnosumn OTCYTCTBUA pacxoxaeHnn sBpemenu [[Jata n spems]. Ans CUHXpoHu3auum
BpemeHmn B ceTn HEMPOCC npumensietcs npotokon NTP. Mpu ycrnosum AnutensHom
noTepu CBA3M BO3MOXHA PACCUHXPOHU3aUNS AaHHbIX [PaccMHXpOHM3aL M OaHHbIX,
KOHQIMKT pecypcoB. YTto genate?]. na paspelueHns KoHNNKTOB CUHXPOHM3aUumn
AaHHBIX MPUMEHSIETCH MEXaHN3M METOK.

PacwumpeHue cucremol

Yanbl cetn HEMPOCC pasHonpasHbl. [lJo6asneHune Hosbix yanos HEMPOCC
(pacwmpeHnune) He BnMseT Ha (PYHKLUMOHANbHOCTb CUCTEMBI B LiernoM. [locTaTouHo
HaCTPOUTb NapamMeTpbl U OCYLLECTBUTb BblYMTbIBAHWE KOHUIypauum cetn [OnemeHThl].
Konnuectso yanos B cet HEMIPOCC, Bknitoyast KOHTponnepsl gocTyna u APM
nonb3oBaTenen orpaHNYMBaEeTCs TONbKO NPOCTPAHCTBOM AOCTYMHbIX aapecoB
NoKarnbHOWN ceTn NpeanpusaTus.
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