YcTtaHoBka u HacTtpoinka OC Astra Linux Special Edition

B naHHOM pykoBOACTBE OMMCcaH NPOLLECC YCTAaHOBKN U

NepBUYHONM KOHUIypauumn onepaumoHHon cuctemol Astra

Linux Special Edition (Penu3 "CmoneHck", Bepcus 1.6) B

== CopepxaHue:

Lenax nocrnenyowen yCctaHoBKM nog AaHHOU YcraHoBka
onepaumoHHON CUCTEMOM MPOrpamMMHbIX CPeACcTB onepaunoHHON
Mnatdopmbl HEMPOCC. MpusoanMbie B HacToALLEM CUCTEMDI
PYKOBOACTBE MHCTPYKLUN OMUCHIBAKOT NNLIb OAMH U3 HacTtpowika
BO3MOXHbIX CNOCOBOB YCTaHOBKN 1 HACTPOWMKM CeTeBbIX
NporpaMmMHbIX CPeacCTB. napameTpoB
YcraHoBka
(M BaxHo ocdava
YcraHoBka
He noanepxwvisaetcs paboTta Nnatgopmbl HEOBXOANMBIX
HEWPOCC B 3amkHyTOI NporpamMmHoi cpege. [ns CUCTEMHbIX
KOPPEKTHOW ycTaHOBKM U paboTsl Mnatgopmbi KOMMOHEHTOB
HEWPOCC B nonutuke 6esonacHoctn OC Astra MoaroToska
Linux KOHTPOSIb UCNOMHAEMbIX PanIoB 3aMKHYTOW HaKonuTenei
nporpaMmHon cpefbl OMKEH ObiTb BbIKITHOYEH.

3arpyska gnctpuodytmsa OC

MogroToBbTE yCTAHOBOYHLIN ISO-06pa3 nnm kKoOMNakT-anuck onepalmoHHON CUCTEMbI
Astra Linux Special Edition (Ha MOMeHT HanucaHuns ctatbn Hanbonee ceexas
Bepcus — Astra Linux Special Edition 1.6). 3anuwuTe 3arpyxeHHbin 1ISO-o06pa3s Ha
YCTaHOBOYHbIN HocuTenb (DVD-guck / USB-gneLlky) nnm ncnonb3ymte nMerowmimncs
komnakT-guck ansa yctaHokn OC Astra Linux Special Edition Ha uenesom
KoMnbtoTepe.

YcTaHoBKa onepauyMoHHOMA CUCTEMbI

1. 3arpysute yeneBon KOMNbOTEP/CEPBEP C NOATOTOBIEHHOIO YCTAHOBOYHOIO

HocuTens.
2. BbibepuTte a3bik 3arpy3yunka English n 3anyctute npouecc yctaHoOBKW.
* 3] e - b OnepayvmoHHas cucTama
ASTRALIN UX wfise k b IR EABUMANEHOMD HA3HAHEHWS
special edition T - Penua «Cmoneuck»
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Graphical Install


https://support.itrium.ru/display/neyross

3. BbibepuTe a3blk MHTepderica npouecca yctaHoBku English. Haxkmute Continue

(n pononx(wrb).

ASTR AL NUX

speclal edition

Seleci alanguage

OnepaunoHHas cuctema
CELNANLHOMD HAZHEHEHHA
Penus «CmoneHcks

ol be usad for jon process. The selected languag
system

Language:

Chinese (Simplified) () [
Chinese (Traditional) mx (e

Croatian Hrvatski

Czech Cettina

Danish Dansk

Dutch Nederlands

Dzongkha B3l e

Esperanto Esperanto

Estonian Eest

Finnish Suomi

French Frangais

Galician Galego

Georgian dofopoo

German Deutsch =
| screensnot | [ Hep | | Gosack || continue

BeiGepuTe nokane, ncnons3yemyto no-ymonyanuio, United States - en_US.UTF-
8.

@ Mpwu oTCyTCTBMM AAHHOI NOKANW B CMIMCKE YCTAHOBMNEHHBLIX BO3HUKAET
owmnbka yctaHoBku Mnatdopmbl HEMPOCC [[Noyemy Bo3HMKaeT owmnbka
co3gaHus 6asbl gaHHbIX B npouecce yctaHoBku NMnatdopmbel HEMPOCC?

]

ASTR AL NUX

special edition
Contigure locales

There

OnepaunoHHan cuctema
CMEUHANEHOTD HAZHAYSHHUA
Penu3 «CmoneHcks

for i of

ge and country you have selected. You can now select your preference from the
will be used s listed in the second column

language. T!

Gountry to base defaultiocale settings on:

Botswana
Canada
Hong Kong
India

Ireland

Isragl

New Zealand
Nigeria

Philippines

Singapore
South Africa
United Kingdtom

Zambia
2Zimbabwe

| screensnat | |

Help

[2)

en_BANUTF-8
en_CAUTF-E
en_HKUTF-&
en_IN
en_IEUTF-8
en_IL
en_NZUTF-8
en NG
en_PHUTF-&.
en_SGUTF&
en_ZAUTF-8
en_GBUTF-&

en_ZM
en_ZWUTF8

| Help |

| Goack || continue

5. I'IpMMMTe NUUEH3NOHHOE cornatleHue.

ASTR AL NUX
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License

JWUEH3VOHHOE COMMAUEHVE U KOHESHOMO NO/b30BATEMR M0 WCTIONG30BAHMD OMEPALMOHHON CUCTEM CTIEIMANIEHOMD

OnepaunoHHan cuetema
CNEUMANEHOTD HAZHEYEHNA
Penus «Cmonencks

HASHAYEHIR ASTRA LINUX SPEGIAL EDITION

BHAMAHVE! MPOUTHTE BHUMATENBHO Npexge YeM YCTAHABMMEATE, KONMPOBATE
MK AHBM ODFBZDN WCNoNL30BaTh HPMDEDE'IENHH“ ﬂFﬂI’pil‘HHI\li NPORYKT. Jln6oe UEMoNb30BaHNE HDHGDPGYGNNDFD
TIPOTPaMMHOTD NPOAYKTA, B TOM YHCNE €F0 YCTAMOBKA W KOMMPOBAHWE, O3HAUAET COTMACHE C YCMOBWAMA MPHBEREHHOTO
HiMe JMLEHINOHHOT O COFNaleHUA

HacToAuee /WUeH3HoHHO® COFNameHie IS KOHEWHOro MoMb3oBaTens (COMMABEHIAE) ABNAeTCS OpuEMUECKuM
cornameHuen Mexy Baui (§HSMUECKNM UNH PMEMMECKIM TMLOM) (T W OTKPLTHM ofuecTaomn
Hay TBeHHoE 0f) Pycckue basosuie TexHonoria (f M), KaTopoe
AEnReTCH pazpafioTuukom i cHcTems (] 7 cAstra Linux Special Edition» (TPOTPAMMHI
MPOAYKT), YCTaHaBNWBaRA, KONMPYS WM WHbM 0BPa30M WCMONb3yR MPOTPAMMHBIA MPODYKT, NOMB30BATESL TeM CaMus
COFNaNaeTcA ¢ NONOMEHWAMH HACTORUero COMMANEHIR. Ecin MO30BATE/L He COFNAceM ¢ MONOMEHWAMA HACTORWErD
COr/ANEHVR, IPABOOGNAIATE > 0TKa3bi838T eMy 8 Npase Ha MkG0e HCMoNb308aHMe MTPOrPAMMHOTO MPOLYKTA B 3TOM
cnyuae MNOME30BATEN He WMeeT NpaBa ycTaHABNWBATb, KONUPOBATE WM WHeM 06Pa3uM WCMoNb3oBaTh MPOTPAMMHBIA
MPOQYKT, a Takke snpase sepHyTs MPOTPAMMEDI MPORYKT OpraMMsalau,y KOTOPOR ero npuobpen, npu ycnosud
UENOCTHOCTH (OTCYTCTBMA NPUIHAKOB BCKPLITHA) TOBAPHOR ynaxosKi

1. ORIME NONOKEHA

1.1, MPOTPAMMBIA NPOYKT oxpaHReTCs aBTopCKUM npaanu, MERYHAPORABMM COTNEIISHISMA 0 SAWATE WHTMNEKTYaNbHO
coﬁcwewncw W ReficTayRmIM oM P CooTeeTcTaMe MPOTPAMMHOTO MPORYKTA

™ NOATBEPAAASTCA CepTHIUKATOM, OJOPMIEHHEM COrnacHo feficTaymmero
nxwonannhcna PoccHiickoi DepepaLim.

o}

| screenshat Help | Continue
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6. 3a,u,a|7|Te packnagky KrnasuaTtypbl.
ASTR AL NUX"
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Onepaunonxas cuctema
CneymansHoro HasHa4eHus

Penus «CmoneHcks

Configure the keyboard

Keymap to use:

Albanian
Arabic
Asturian ™
Bangladesh

Belarusian

Bengali

Belgian

Bosnian

Brazilian

Erilish English

Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French

Canadian Mulilingual

| screensnot | | Hep | | GoBack ‘[m]
7. 3a,u,aV|Te nmsi KOMI‘IblOTepa (hostname) 1 nonHoe nmMsa nonb3osaTens.

OnepauroHHas cuctema
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Configure the network

Please enter the hostname for this system

T isasing that i your system tothe networlc If you don't know what your hostname should be, consult your
network administrator. If you are sefing up your own home netwerk, you can make something up here.

Hostname:
e

| sereensnot || Hep | | Gogack || continue

OnepaunoHHan cheTema
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Selup users and passwords

Select a usemame for the ini account. T should start with a lower-case lefter, which can be followed by any
combination of numbers and more lower-case lefters,
Username for adminisirator's account”

[ )

| screensnat | | Hep | | coBack \[m]
8. 3ap,av|Te naponb nonb3oBaTtens.
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OnepaunoHHas cuctema
CELNANLHOMD HAZHEHEHHA
Panua «CmoneHck»

Selup users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at regular intervals.
Choose a password for the new administrator:

Plaase enter the same user password again to verify you have typed it corractly.
Re-enter password fo verify:

| screenshot | | Help | | @GoBack \[m]
9. yTO‘—IHMTe 4acoBOW MNosiC.
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‘i OnepaunokHan cuetema
e CNEUNANEHOTD HA3HAYEHMA
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Configure the clock

Ifthe desired time zone is not listed, then please go back to the step ™ " and select a Y time
¥ you live or

Select your time zone:

Moscow-01 - Kaliningrad

Moscow+01- Samara
Moscow+02 - Yekaterinburg
Moscow-+03 - Omsk
Moscow+04 - Krasnoyarsk
Moscow-+05 - Irkutsk
Moscow+06 - Vakutsk
Moscow+07 - Viadivostok
Moscow-08 - Magadan

Moscow+09 - Kamchatka

| screenshot | | Hep | | @oBack ‘[m]
10. 3apante pasmeTKy OUCKOB.




@ BAXHO

CuctemHbiMu TpeboBaHuAMM 06YCNOBMEHO HaNU4ne BblAENEHHOrO NoA
OC pgucka. B atom cny4vae ncnonbeayite onuumto Guided — use entire disk

(Mcnonb3oBaTtb BECb ANUCK).

Mpw HaNU4UM ogHOro hU3NYECcKoro ancka (He PEKOMEHAYEMbI BApuaHT),
HeobXxoanmo co3gaTh Kak MMHUMYM [Ba NIOTMYECKMX pasgerna Ha JaHHOM
AVCKe — ONS onepaumvoHHON CUCTEMbI U ANS AaHHbIX (MeavagaHHble,
pe3epBHble konuun 1 ap.). Ana atoro BbiGepuTe BpyyHylo 1 Bbigenute nosa
pasgen onepawlMoHHON CUCTEMbI TONbKO YacTb HocuTens. Pasgen ons
[AaHHbIX MOXHO €c034aTb Kak Ha AaHHOM 3Tane, Tak U BnocneacTBun —

cM. pasgen lNoarotoBka HakonNUTENewn.

* g OnepaunoHHan cHCTeMa
ASTRALINUX il ¢ L] CIEUMANLHOM HAZHA4SHN
spacial edition b Ponma «Cuonemcks

Partition disks

The installer can guide you through parifioning a disk (using different standard schemes) or, if you prefer, you can doit manually. With
quided partiiening you will sl have a chance later to review and customise the resuits.

I you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use enire disk

Guided - use enire disk and set up LVM
Guided - use entire disk and set up encrypted LVM
Manual

| screenshot | [ Help GoBack || Continue

Onepauvonan cuctema
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ASTHMF;\LJII“:IUX' S

Note that all data on the disk you select will be erased, but not before you have confirmed that you really want to make the changes.
Select disk to partiton:

| sereenshot | [ Help GoBack || Continue

- OnepaumorHan cucTema
(TR

CMEUMANEHOMD HASHAYEHUA
Parfifion disks

il (2
Y Penna «Cuonewcks

Selected for partifioning:

SGSI1 (0,0,0) (sda) - ATA VBOX HARDDISK: 215 GB

The disk can be partiioned using one of saveral different schemes. If you are unsure, choose the first one.

Partiioning scheme:

Separate home partition

Screenshot | Help GoBack |


https://support.itrium.ru/pages/viewpage.action?pageId=923238608

11. BoibepuTte Finish partitioning and write changes to disk, 3atem noarsepgute
BaLl BbIOOp.

¥
(ASTRALINUX

Partition disks

OnepauwonHan cuctema
CNEUNANLHOTD HASHAYEHUA
Penuz «CMoneHcks

This is it f your tly g partiions and mount poinis. Select a partition fo modify its seftings (file system, mount point,
elc,), a ree space lo creale partitions, o a device to initialize its partition tabie.

Guided partitioning
Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes

Configure [SCSI volumes

4

SCSI1 (0,0,0) (sda) - 21.5 GBATA VBOX HARDDISK
> # pimary 193GB B f ext4
> #5 logical 21GB f swap swap
SCSI2(0,0,0) (sdlb) - 21.5 GB ATA VBOX HARDDISK

Undo changes to pariitions

Screenshot | | Help Help | GoBack Continue

Onepauponnas cuctema
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Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make further changes manually.

The partition tables of the following devices are changed:
SCSI1 (0,0,0) (sda)

Thefollowing partitions are going to be formatted:

partition #1 of SCSI1 (0,0,0) (sdla) as ext4
parition #5 of SCSI1 (0,0,0) (sda) as swap

Wite the changes to disks?
) No

® Yes

12. B cnucke yctaHaBnuBaembix KOMMOHEHTOB ocTaBbTe Base packages, Fly
desktop n SSH server.

3§
ASTRALINUX

special edition

OHS’JELLHDHHER cncTema
CrneuraneHoro HasHav4eHna

Penuz «Cmonexck»

Sofiware seleciion

At the moment, only the core of the system |5 installed. Totune the system to your needs, you can choose to install one or more of the
following predefined collections of software.

Choose software fo install

Base packages
Fly desktop

[] Fly appsfor working on devices with touchscreen

[ internet suite
[] office suite
[] Databases

[C] Secure WEB server
(] Wirtualization tools
[] Muttimedia

Screenshot Help Continue

13. B 3aBucmMmocTn OT ncnonb3yemMoun KoHurypayum oTMeTbTe UNu NponyctuTe
ycTaHoBKy cnyx6bl Astra Linux Directory.
MogpobHas nHdopmaums o cnyxbe Astra Linux Directory goctynHa Ha canite

OnepauvonHan cnctema
CMEUMANLHOMD HASHANSHUA
Penuz «Cmonexck»

* :
ASTRALINUX

special edition

Select and install sofiware

Select additional features of the insiailed OS.

a Linux Directory

Screenshot Help Continue


https://wiki.astralinux.ru/pages/viewpage.action?pageId=1212422
https://wiki.astralinux.ru/pages/viewpage.action?pageId=1212422

14. B cnucke gononHutenbHbix HacTpoek OC He pekoMeHayeTCca oTMeYaTb Kakue-
nméo nosmu,vwl Ha)KMI/ITe Contlnue (MpoAaomKUTb).

OnepaunokHas cncTema
CBUNANHOMD HASHANEHNA
Penus «Cmonencks

ASTR AL NUX’

special edition

Additional OS setlings

You can disable automatic network setings and some security settings
Aaditonal OS seffings options:

M Enable ELF signature check

(] Disable non-execution bit setup
[[] UseHardened kernel

(] Disable bootioader menu show up

[J Enable swap cleanup

(] Enable freeing regions cleanup on EXT-pariitions
[0 Enable console lock

[] Enable interpreters lock

[] Enable utw firewall

[J Enable system limits

[ Disable ptrace capability

[ Disable automatic network configuration

[ Install 32-bit bootioader

Screenshot | Help Continue

15. Cornacutecb Ha yCTaHOBKY 3arpy34uka onepaunoHHon cuctemol GRand Unified
Bootloader (GRUB) yCTaHOBVITe naponbs GRUB v nogtBepanTte naponb.

OnepauroHHan cucTema
CELNANEHOID HASHAYEHHS
Penua «Cmonenck»
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install the GRUB boof loader on a hard disk
It seems that this new installation i the only operating system on this computer. If so, it should be safe to install the GRUB boot loader to
the master boot record of your first hard drive.

Warning: It the installer failed to detect ancther operating system that is present on your computer, modifying the master boot record will
make that operating system temporarily unbootable, though GRUE can be manually configured |ater to boot it

Instail the GRUB boot loader o the master boot record?

O Ne

® e

Sereenshot Help. Go Back Continue

OnepauyroHHan CUCTema
CNBUNANEHOTD HASHAYEHWR
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o
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install the GRUB boof loader on a hard disk

The GRUB boot Ioader offers many powerful interactive features, which could be used to compremise your system if unauthorized users
have accesstothe machine when it is stating up. To defend againstthis, you may choosa a password which will be requirad before
editing menu entries or entering the GRUB command-line interface. By default, any user will still be able to start any menu entry without
entering the password.

Enter GRUB password.
GRUB password:

Screenshot Help GoBack Continue

OnepauMoHHan cicTema
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Install he GRUB bool loader on a hard disk

Please enter the same GRUB password again to veriy that you have typed it correctly.
Re-enter password 1o verily:

Screenshot Help GoBack

16. [JoxamTecb OKOHYaHUSA Npouecca YCTaHOBKN U U3BIEKUTE YCTAHOBOYHbIN OUCK
ans nepBoro 3anycka yCTaHOBJ'IeHHOI/I OC.

OnepauMoHHan CHCTeMa
CNEUNENEHOTD HAZHAYEHNA
Penuna «Cmonewck»
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Finish 1he installalion

Instaliation complete
Installation is complete, so it istime to boot inte your new system. Make sure to remove the installation media, so that you
boot into the New system rather than restarting the installation.

Screenshot Help Go Back

17. Tepes3arpyaunTe cepBep, 3aTEM YKaXKMUTE UCMNOSIb3yEMbIA MaHAATHbIN YPOBEHbL U
BOMAWUTE B CUCTEMY MO NOMb3oBaTenem user.



MAC label selaction (user)

Level  Vposer (

Category: Her

ASTRALINUX

o i e B 1459

HacTpoiika ceTeBbix napaMeTpoB

@ [Ons koppekTHoli paboTbl TpebyeTcs dmkcmpoBaHHbIl IP-agpec cepsepa.
3apariTe ceTeBble NapamMeTpbl BPY4YHY unu ncnonsdymnte DHCP, koTopbi
Bcerga ans gaHHoro MAC Bblgaét oauH m ToT xe IP-agpec.

lMogpobHast MHCTPYKUMS NO HAacTpoKKe ceTu NnpuBeaeHa B JOKYMeHTaumMm Ha
onepaumoHHyto cuctemy: https://wiki.astralinux.ru/pages/viewpage.action?
pageld=3277370. Huwke npuBeaeHa KpaTkasi MUHCTPYKLUMS MO PyYHOW HAcTpoOnKe
ofHoro cukcupoBaHHoro IP-agpeca onsa ogHoOro ceteBoro MHTepgenca.


https://wiki.astralinux.ru/pages/viewpage.action?pageId=3277370
https://wiki.astralinux.ru/pages/viewpage.action?pageId=3277370

. CMOHTUpYyViTE yCTaHOBOYHbIN HOCUTENb OnepaLnoHHon cuctemsl Astra Linux
Special Edition (iso-o6pas, yctaHoBOYHasi corieLka nunm KoMmnakT-auck).

B naHHoOM pykoBoacTBe GyAeT pacCMOTPEHO MOHTMPOBaHWE 3arpy304HON
dnewkn Astra Linux Special Edition B kauecTBe peno3utopusi nakeTos.
BbINnonHUTE Nouck Bcex AOCTYMHbIX AWCKOB U pasgenos:

sudo fdisk -l

. Onpegenute NOAKMIOYEHHYIO 3arpy304HYyH0 hreLuky:

Device Boot Start End Sec

dev/sdel = 2098 6A532991 AP 28 96 c W35 FAT32 (LBA)

. Cospante TOYKY MOHTUPOBaAHUA pasgerna:

sudo mkdir /mnt/usb

. CMOHTUpynTe pasgen:

sudo mount /dev/sdc1 /mnt/usb

BbinonHuTte komaHagy oTkpbITMs doarina /etc/apt/sources.list B TekcTtoBOM
peaakTope:

sudo nano /etc/apt/sources.list

NameHnTe BGrok koga 1 NpUBeAUTE €ro K cregytoLlemy Buay:

B user:sudo— fly-term
File Edit Options Help

o Ba B [
GNU nano 2.7.4

File: /etc/apt/sources.list

file:///mnt/usb smolensk contrib main non-free

. CoxpaHute nsmeHeHus: Haxmute Ctrl+X, BBeaute Y (ona noareBep>KaeHns
N3MeHeHN) n HaxmuTe Enter.

. OBHOBMTE CNMCOK NakeToB M ycTaHoBUTE yTUnnTy resolvconf. [ina atoro
BbINOMNHUTE:

sudo apt update
sudo apt install resolvconf

. Otknounte network-manager. [Ansa aToro, otkponTe TepmuHan Fly n BoinonHute
crneayoLLyo KomaHay:

sudo apt remove network-manager -y



.. user : bash — fly-term

File Edit Options Hel Ip

- 2 8 Is

ﬁ’ Bl é_\ >_ user:bash—.. i en BB 15:08
Mocne oTkno4YeHns network-manager nepesarpyamte CUCTEMY.

sudo reboot

10. OTtkponTe TepmuHan Fly n BbiBeanTe CNMCOK NOOKITIOYEHHBIX CETEBbLIX
YCTPOWUCTB:

sudo ifconfig -a

B TekcTe BbIBOAA O6paTI/1Te BH/MaHME Ha NepBYyHO CTPOKY:

ethO: flags=4098<BROADCAST,MULTICAST> mtu 1500

eth0 - 9T0 n ecTb UCKOMOe UM ceTeBoro nHTepdgerica. CeTteBble UHTEPGENCHI
MOryT UMETb U Apyrue nmeHa. B pesynbtaTte Bmecto ethO moxeT ObITb,
Hanpumep, enp0s3 , eno1 unun gaxe enx78e7d1ead46da. iIMeHHO 3TO um4A
CeTeBOro aganTtepa 1 HY>KHO MUCMNOSb30BaTh B HACTPOMNKE CETMW.

11. PaccmoTpum npumep HacTPOMKM OQHOro CETEBOrO MHTEPAenca co cTaTu4eCcKnm
IP-agpecom. BeinonHute komaHay oTKpbITUA hanna /etc/network/interfaces B
TEKCTOBOM peaaKkTope:

sudo nano /etc/network/interfaces

12. Jonuwwute 6nok koga (Bmecto ethO BnvwmnTe nma Bawero uHTepderica):

auto ethO

iface ethO inet static
address 10.1.29.37
netmask 255.248.0.0
gateway 10.0.1.1
dns-nameservers 10.1.31.1

loe:

® auto ethO — dpiar aBTOMaTUYECKOrO BKITKOYEHNA CETEBOIO MHTEPQIENCa
ethO npu 3arpyske cucTemsl,
¢ iface ethO inet static — nHTepdelic (iface eth0) HaxoanTca B guanasoHe
agpecos IPv4 (inet) co ctatudeckum ip (static);
address 10.1.29.37 — IP agpec (address) ceTeBou kapThbl;
netmask 255.248.0.0 — macka noacetu (netmask);
gateway 10.0.1.1 — agpec wno3a (gateway);
® dns-nameservers 10.1.31.1 — agpeca DNS cepBepos;
13. CoxpaHute nameHenus: Haxmute Ctri+X, Beegute Y (ons nogresepxaeHus
n3meHeHun) n Haxxmute Enter.
14. lMepesarpysuTte cuctemy:



sudo reboot

' Mo ymonyaHuto B OC Astra Linux Special Edition oTkntoyeH
aBTOMATUYECKNIA 3anyck cry0bl openssh-server. [Ansa BkNOYeHUs
aBTO3anycka openssh-server BbInoONHUTE:

sudo systemctl start ssh
sudo systemctl enable ssh

YcTtaHoBka ['ocJava
Ons pa6otbl Mnatdopmbl HEMPOCC HeobxoanMo ycTaHoBUTL U HacTpouTb Java 1.8
(CocJava). MNMpuBeaEHHbIE HUXE MHCTPYKLUMWM NpegnonaratT, YTO y LeneBomn
ornepayMoOHHOW CUCTEMbl KOPPEKTHO HACTPOEH CeTeBOU MHTEPdENC N eCTb A0CTYN B
ceTb VIHTepHeT. B oTcyTcTBME focTyna B ceTb VIHTEpHET Bbl MOXeTe 3arpy3nTb
Heobxogumble deb-nakeTbl, NEPEHeCcTM UX Ha LLENEeBY0 CUCTEMY U YCTAHOBUTb UX
BPYYHYIHO.

1. Cospante dpann /etc/apt/sources.list.d/gosjava.list:

sudo nano /etc/apt/sources.list.d/gosjava.list

2. [lo6aBbTe B HErO CrieayoLLyto CTPOKY:

deb http://packages.lab50.net/gosjava/se16 gosjava main

3. CoxpaHute nameHeHus: Haxmute Ctri+X, BBegute Y (ona noateepxaeHus
n3MeHeHuin) n HaxmuTe Enter.
4. [NobasbTe ymdposon ko4 nognucu B APT.

sudo wget -qO - http://packages.lab50.net/lab50.asc | sudo apt-key add -

5. TpuMoHTUpYyITeE 3arpy304Hbln HocuTenb Astra Linux Special Edition nnn
BCTaBbTE YCTAHOBOYHbLIN KOMNakKT-gMck Astra Linux Special Edition B dvd-
NpUBOA U BbINOMHUTE:

sudo apt update
sudo apt install gosjava-jre

[MpoBepuTb KOPPEKTHOCTL YCTaHOBKU java Bbl MOXeETE C NOMOLLIbIO KOMaHObI:

sudo java -version

YcTaHOBKa HEO6XOAMMbBIX CUCTEMHBLIX KOMMOHEHTOB
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Onsa nonHoueHHon paboTsl Mnatdopmbl HEMPOCC HeobxoanMo ycTaHoBUTL
HEeKOTOpblE CUCTEMHbIE YTUNUTLI. He nponyckanTe AaHHbIA aTan!

YcTaHOBKa Takke OCYLLECTBISETCHA C NPMMOHTUPOBAHHBLIM 3arpy304HbIM HOCUTENEM
Astra Linux Special Edition nnun co sctaBneHHbiM B dvd-npmMBos yCTaHOBOYHbLIM
komnakT-guckom Astra Linux Special Edition. BeinonHuTe nocnegoBatenibHO KOMaHAb!
HUXeE.

sudo apt install -y Ishw

sudo apt install -y dmidecode
sudo apt install -y ntpdate
sudo apt install -y traceroute

YctaHoBka n HacTpouka NTP-cepBepa
Bce yanbl cetn ﬂEMPOCC AOJTKHbI BbITb CUHXPOHM3MPOBAHbI MO BPEMEHW.
MNnatgopma HEMPOCC aBTOMaTM4YECKMN BLINOSHAET CUHXPOHU3ALMNIO BPEMEHW C
ykasaHHbIM B HacTporikax NTP-cepeepom. Ecnu cepsep lNnatcopmbl HEMPOCC
AormKeH cam BbicTynath B ponin NTP-cepsepa ansa gpyrux yanos HEMPOCC, To
Heob6xoauMo ycTaHOBUTb cUCTEMHBIN cepuc NTP-cepsepa.

1. MNpoBepbTe, NPaBUBHO NN YCTAaHOBMEHA BPEMEHHas 30Ha:

date

Mpy HeOB6XOAUMOCTU, BbINOSTHUTE NEPEHACTPOMKY:

sudo dpkg-reconfigure tzdata

2. YctaHosute geMoH NTP-cepsepa:

sudo apt update
sudo apt install -y ntp

3. Ecnun cepBep aomkeH 6bITb OCHOBHbIM UCTOYHUKOM BPEMEHU (4OMKEH
«poBepaTby cam cebe), To oTpenakTupymTte ann /etc/ntp.conf B TekctoBOM
penakTope:

sudo nano /etc/ntp.conf

4. lMomecTtnte cneaytoLlee cogepxumoe B thamn /etc/ntp.conf:

server 127.127.1.0
fudge 127.127.1.0 stratum 10

5. CoxpaHute nameHeHus: Haxxmute Ctrl+X, BBegute Y (ons noaresepxaeHus
n3meHeHun) n Haxxmute Enter.
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6. lNepesanyctuTe cepBuC:

sudo service ntp restart

7. [JobaBbTe cepBuUC B aBTO3arpy3Kky

sudo systemctl enable ntp

. [Mocne nepekoHdurypaumm NTP-cepepa moxeT notpebosatbca 10-15
MUHYT, YTOBbI NPUMEHUTL HOBbIE HAaCTPOWKK. B TedeHne aToro BpemeHu
CUHXPOHM3auus ¢ aTum NTP-cepBepomM MOXeT ObiTb BCE ewé
HeJoCTyrnHa.

MoaroroBka HakonuTenemn

[na obpaboTkm MegnagaHHbIxX (MMNopTa, 3KkcnopTta u np.) TpebyeTca xoTa 66l 0 AUH
HakonuTenb. B ponu HakonuTeneli B Mnatdopme HEMPOCC BbicTynatoT pasaens
(partitions) Ha xé&cTkmx auckax. Mnatcdopma HEVMPOCC ncnonbayeT Bce
CMOHTMpPOBaHHbIE pa3aensl ¢ hannosbiMu cuctemamm TunoB Ext4, Ext2, NTFS, VFAT
3a UCKIMYEHNEM KOPHEBOTO pa3aeria (CMOHTMPOBAHHOIO B /), O4HAaKO AN
MeaMafaHHbIX PEKOMEHAYETCA BblAeNUTb OTAENbHbIA (PU3NYECKUIA ANCK/ ONCKN.

® B nopaenstoLLEeM GONbLUMHCTBE CMy4YaeB AOCTaTOMHO NPOCTOr0 U3NYECKOro
NOOKITOYEHNS ANCKa, HO MHorda TpebyeTcs CMOHTUPOBAaTL pasaen Ans ancka
BPYYHYIO.

1. BbInonHUTE omamyeckoe NOAKNIOYEHNEe OMCKa 1 3arpy3nTe onepaunoHHYyo
cUCTEMY.
2. BbINONHUTE NOUCK BCEX OOCTYMHbIX ANCKOB M pa3nernos:

sudo fdisk -I

HasBaHune xécTkoro ancka B Linux 3aBUCUT OT MHTepdenca, Yepes KOTOPbIA OH
NOAKMOYEH. Ha3BaHMe MOXeT HaunMHaTbLCA Ha:

sd — ycTponcTBo, noakntoyéHHoe no SCSI (ctoga BxoasaT xéctkme amcku, USB-
donewkn n ATA-guckn, kotopble nogkntovaroTcs K SCSI yepes cneunanbHbIi
NEepPEXOAHNK);

hd — yctponcteo ATA;

vd — BUpTYyarbHOe yCTPOUCTBO;

mmcblk — ob6o3HavaTca dreLkn, NoAKMIYEHHbIE Yepes KapTpPUAEP;

TpeTbsa GykBa B MMEHW ANCKa O3HA4YaeT ero NOpsiAKOBbLIA HOMEpP B cucTeme: sda
- NepBbIn AUCK, sdb - BTOpou ANUCK, sdc - TpeTun n Tak ganee. Janswe cnegyet
undopa - aTo HoMep pasgena Ha gucke - sdal, sda2.

Mpumep BbIBOA koMaHAb! (ABa aucka: sda u sdb, guck sdb He nmeeT Tabnuupl
pasnenos):

? HewspecTHOE BROMeHWE

3. Cospganite TOUKY MOHTMPOBaHMUS pasgena:

sudo mkdir /storage
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lpe:
/ st or age — nyTb MOHTMPOBaHUA pasaena (media nva katanora gnsa
Megmadgannos).
4. OTdopmaTupyirTe AUCK B hannoByto cucteMy ext4 ¢ noMoLLbo yTunuTbel mkfs:
sudo mkfs.ext4 /dev/sdb
pe:
/dev/sdb — chopmaTmpyemMbii UCK.
5. CMoHTMpyiTe pasgen:
sudo mount /dev/sdb /storage
loe:
/dev/sdb — MOHTUPYEMbIN OUCK;
/storage — BblAenNeHHbIV pasgen ansa gucka.

6. lNepesarpysute cucremy:

sudo reboot
Mo 3aBepLueHnmn HacTporikn OC BbINOMHUTE cregylowme waru:

® YcraHoska 1 Hactpoika CYB[] PostgreSQL
® YcraHoska lNnatgopmel HEMPOCC Ha cepsep Ubuntu/Astra Linux
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